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RISK Alert

Actionable insights for bond policyholders

Awareness Warning

Vendor impersonation fraud sets up
fraudsters to intercept payments

In a scam closely related to the business email compromise (BEC) or fraudulent instruction
scam, fraudsters are impersonating vendors/suppliers used by credit unions. Credit unions
receive a spoofed email - appearing to come from the vendor/supplier — with updated
banking information for paying invoices by ACH or wire. The fraudulent emails do not
request payment from credit unions. As legitimate invoices are received from the actual
vendors/suppliers, credit unions remit payment by ACH or wire using the updated,
fraudulent banking information allowing the fraudsters to intercept payments.

Alert details

Fraudsters are impersonating vendors/suppliers used by credit unions to intercept
payments made by credit unions. Credit unions receive a spoofed email — appearing to
come from the vendor/supplier — with updated banking information (new routing and
account number) for paying invoices by ACH or wire. The fraudulent emails do not request
payment from credit unions.

As legitimate invoices are received from the actual vendors/suppliers, the credit union
remits payment by ACH or wire using the updated banking information. The fraud is
discovered when the vendor/supplier contacts the credit union inquiring about a
delinquent payment. The losses have reached mid to high six-figures.

These losses are generally not insurable under the Funds Transfer coverage in the Fidelity
Bond. The fraudulent emails contained updated banking information for remitting
payments via ACH or wire. They do not request a wire or ACH credit transfer that causes
an account fo be debited or credited.

The scam generally starts with fraudsters compromising the email account of a vendor/
supplier or credit union accounting department employees. The fraudsters search through
the emails for payment indicators (e.g., emails containing invoices to be paid). They
frequently write rules o send incoming and outgoing emails to the frash folder fo prevent
the fraud from being discovered.

After sending the spoofed email fo the credit union, the fraudsters rely on the actual
vendors/suppliers to send invoices to the credit union. They simply wait for the credit union
to transmit payments to the fraudulent account. Upon receipt, the funds are typically
fransferred elsewhere.
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Facing risk challenges?:

Schedule a no-cost, personalized
discussion with a Risk Consultant fo
learn more about managing risk.



https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/

Risk miﬁgqﬁon Risk prevention resources:

Access the Business Protection Resource
Alert accounts payable staff at the credit union of this vendor impersonation scam. Center for exclusive risk and compliance
resources (user ID and password
required).

If the credit union receives an email purportedly from a vendor/supplier with updated
banking information for remitting payments, the instructions should be verified by calling

the vendor/supplier using a reliable phone number. Access the RISK Alerts Library and enter

Credit unions victimized in this scam should consider these steps for recovering the funds: key words in the search feature.

«  Contact the institutions where the transfers were sent in an attempt to recover the

funds. The institutions will likely require an indemnification agreement before returning Review these resources:

any funds.
* Emerging risk outlook web series:
« Report the fraud to the FBI by filing a complaint through the Internet Crime Complaint Wire fraud and business email compromise
Center (IC3). IC3's Recovery Asset Team (RAT) tracks the funds down and works with
financial institutions to freeze the funds for the victims. ¢ Business email compromise & fraudulent

instruction risk overview

In 2022, RAT initiated the Financial Fraud Kill Chain (FFKC) on 2,828 business email
compromise complaints involving domestic transfers with potential losses of over $590 ¢ Fraud & scams eBook
million. A monetary hold was placed on approximately $433 million, which represents a
73% success rate.

For additional support, call 800.637.2676 or email riskconsultant@irustage.com

TruStage™ is the marketing name for TruStage Financial Group, Inc., its subsidiaries and affiliates. TruStage Insurance Products offered to financial
institutions and their affiliates are underwritten by CUMIS Insurance Society, Inc. or CUMIS Specialty Insurance Company. Cyber policies are
underwritten by Beazley Insurance Group or other nonaffiliated admitted carriers. This RISK Alert is intended solely for Fidelity Bond policyowners to
prevent fraud losses. Any further distribution of this information could subject you to liability under common law and various statutes including the
Fair Credit Reporting Act.

This resource was created by TruStage based on our experience in the credit union, insurance, and risk management marketplace. It is infended fo
be used only as a guide, not as legal advice. Any examples provided have been simplified to give you an overview of the importance of selecting
appropriate coverage limits, insuring-to-value, and implementing loss prevention tfechniques. No coverage is
provided by this resource, nor does it replace any provisions of any insurance policy or bond. Please read the
actual policy for specific coverage, terms, conditions, and exclusions. -l .
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