
Proprietary and confidential. Do not distribute.

Preparing
for the 
unthinkable

Risk & Compliance Solutions | Webinar

Active assailant incidents



Today’s session

Proprietary and confidential. Do not distribute. 4

Michael Petrone
Risk Consultant – Maine
ALICE-certified trainer
TruStageTM

Bob Bouvier
Risk Consultant – Massachusetts
ALICE-certified trainer
TruStageTM

What’s on tap? 
Brad Neumann
Sr. Risk Consultant – Wisconsin
TruStageTM



Very different reactions
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Hostage
situation

Active
assailant

Robbery

Accurately & quickly 
assess your situation

Avoid denial or overreaction

Take sound seriously

Continually react
as the incident develops

Run  Hide  Fight

Remain calm
Be polite and cooperate with captor

Do not attempt to escape 
unless there is an extremely good 

chance of survivalRemain calm
Follow instructions exactly

Don’t overreact

Preparing is like trying to teach instinct



Duty of care
OSHA General Duty Clause Section 5(a)(1)
• “employers must provide employees with a 

workplace that is free from recognizable 
hazards that are causing or likely to cause 
death or serious harm to employees.”

• Premises Liability – Employees and 
Public/Members

• Section 344 Restatement (Second) of Torts 
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What to Do Recap
Preparing for the unthinkable



The best message is often the simplest
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Your first priority should be 
to get away from the 

assailant / shooter.

If unable to safely evacuate 
the path of an assailant…

fortify position, avoid 
detection, and wait for law 

enforcement.

As a last resort, and only 
when your life is in imminent 

danger, attempt to 
incapacitate the shooter with 

physical aggression.

Run Hide Fight
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Ensure employees are aware of 
their surroundings and that they 
have a clear understanding 
that they have the authority to 
take immediate action to 
protect oneself.



Staff training and strategies
Preparing for the unthinkable



What kind of training and/or education has been most effective in 
preparing employees for these kinds of situations?
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Meg - Indiana



Train employees
• Recognize an active assailant and the sounds 

of an active shooter

• Know the steps to protect yourself

• Be aware of procedures to contact 
emergency personnel

• Know how to respond to law enforcement and 
first responders

• Understand your facility’s emergency action 
plan & maps

• Practice evacuation drills at each location

• Consider escape routes and potential secure 
areas to hide 



Training exercises to consider

• The monkey business Illusion (counter)

• Ball toss (counter)

• Evacuation from the room (evacuation)

• Small vs. strong (fighting)

• Traditional lockdown vs. barricade 
(lockdown; barricade)

• Evacuation from building (evacuation)

• Fleeing the building (evacuation)

Tabletop training provides you with hypothetical 
and safe situations that helps everyone understand 
roles and responsibilities, to see how you would 
respond, and encourages learners to speak freely 
and openly exchange ideas.
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Tips to help 
individuals prepare
• Create mental action scripts

“If [blank] happens, then I will do…”

• Prepare to act not react

• Take sound seriously

• Practice lockdown

• Know how to barricade

• Make it appear that no one is there

Proprietary and confidential. Do not distribute. 14



Plan in advance
Be prepared to think on your toes

• Which doors will you use?

• Are there connecting rooms?

• Is exiting through windows an option?

• Do other alternate escape routes exist?

• Do not pull the fire alarm
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Evacuation tips
• Call 911 only when it is safe

• Look for alternate escape routes such as another door or window

• Move away from gunfire

• Run in zig-zag patterns

• Do not attempt to move wounded people

• Help others escape, only if possible and safe

• Avoid elevators

• Leave personal belongs behind and keep your hands visible

• Proceed to the designated rally point if safe
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Follow the instructions of law enforcement and first responders



Fortify your position
• Hide in an area out of the assailant’s view

• Secure and barricade the door

• Turn off lights and avoid casting shadows

• Remain quiet and still

• Silence your phone

• Spread out within the room…do not huddle

• Stay low to the floor

• Do not open the door for anyone

• Look for potential weapons

• Dial 911 when safe to do so…if you cannot 
speak, leave the phone line open to allow 
the 911 dispatcher to listen
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What should employees 
do who do not have a 
path out of the building/ 
area without going past 
the assailant(s)?
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Amy - Illinois



Know when to fight
The decision to fight is yours and yours alone 

• Act immediately as timing is critical

• Do not go looking for danger

• Act with physical aggression and try to 
disarm the assailant 

• Yell, jump, and move your arms to confuse 
or disrupt the assailant

• Overpower the armed aggressor by using 
strength in numbers

• Throw items and improvise by using objects 
as weapons

Remember, all actions are justified in stopping 
the active assailant
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Reacting to law enforcement: things to know

• Remain calm and follow officers’ instructions immediately

• Put down any items in your hands like bags, jackets or purses

• Raise your hands and spread your fingers. Always keep your hands visible

• Avoid pointing, screaming or yelling

• Avoid quick movements toward officers, such as holding on to them for safety

• Do not stop to ask officers for help or direction when evacuating

• Proceed in the direction that law enforcement is entering from or where they direct you
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Law enforcement is there to neutralize or eliminate the immediate threat; 
not to provide medical care
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When it comes to active assailant incidents, 
you’re either prepared or unprepared, and 
that’s something that needs to be prioritized.

Additional resources at www.trustage.com/active-shooter-incident

TruStage risk management can also offer active assailant virtual training with one 
of our certified active assailant instructors

http://www.trustage.com/active-shooter-incident


Office prep considerations
Preparing for the unthinkable



Barricading
• Is there a lock on the door?

• Does the door open in?

• Does the door open out?



Objects to use to fight!
There are different makeshift weapons

• Chair

• Keyboard

• Stapler

• Trophy

• Soda can/water bottle

• Coffee pots

• Knives, forks, spoons

• Fire extinguisher

• Bug spray

Remember, all actions are justified in stopping 
the active assailant
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Technology and safety considerations

Technology considerations:
• Secure entry – bullet-resistive vestibule that 

scans you for metal weapons

• Bullet-resistive doors, decorative tiles, or 
whiteboards

• Shooter detection alarm system

• E-alerts software

If you decide to have an automated external 
defibrillator (AED) onsite, be sure to check 
with your state rules and regulations.
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Safety items:

• Rope ladder

• Wasp spray (ability to spray up to 40’)

• Cable ties

• Rubber door stop 

• Binders

• Hammer 

• Lockable doors

A first aid kit with a tourniquet, emergency 
trauma dressing, compressed gauze, gloves, 
trauma shears, and instruction cards are good 
to have at all locations.



Common questions and 
concerns

Preparing for the unthinkable



In-person training on active 
assailant incidents or robbery is 
not allowed as it is considered 
too distressing for front-line staff. 
This includes video training. 

What would you recommend in 
this situation to help prepare 
the staff? 
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Linda - Virginia



How often should face-to-
face training be conducted?
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Shawn - Washington



Do you suggest written 
procedures be developed for a 
potential threat?
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Rose - Michigan



Should we designate a rally point?

• Choosing rally points – consider building exits, out of site lines of windows/doors, 
and away from hazards such as traffic, busy roads, and out of the way of first responders

• Consider a different rally point than those that are known and typically used for other 
disasters

• Gathering in large groups at a known location can potentially increase risk if the assailant is 
trying to maximize casualties or sabotage a crowd

• Consider a dynamic rally point. Change designated rally points when an employee leaves 
or is terminated

• Implement an alternate rally point such as using a designated phone number to call or text. 
There is also mobile technology that can communicate out of building and safe status
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Each organization should discuss the pros/cons and decide what is best



What are the recommended 
follow-up procedures when a 
threat is received?
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Rose - Michigan



Unfortunately, preparing is 
like trying to teach instinct

Preparing for the unthinkable



Risk resources
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• RISK Alerts – warning | watch | awareness
• Loss prevention library

- risk overviews, checklists & whitepapers
• Emerging risks outlook
• Live webinars, risk forums & office hours
• On-demand learning & interactive training modules

Business Protection Resource Center
www.trustage.com/bprc

“Great webinars - serious, important information 
delivered in a relaxed, ‘we're among friends’ way.” 

$9B credit union 

http://www.trustage.com/bprc


Contact us

800.637.2676
• riskconsultant@trustage.com

• Ask a risk manager interactive form

• Schedule a 1:1 risk consultation

• Report a risk or scam
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mailto:riskconsultant@trustage.com
https://services.cunamutual.com/SmartFormsWebMgr?TemplateName=RISKMGR
https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/
https://services.cunamutual.com/SmartFormsWebMgr/?templateName=RISKALRT


Thank you.

© TruStage

Contact
riskconsultant@trustage.com
800.637.2676

This presentation was created by the CUNA Mutual Group based on our experience in the credit union and insurance market. It is intended to be used only as a guide, not as legal advice. Any examples provided have 
been simplified to give you an overview of the importance of selecting appropriate coverage limits, insuring-to-value and implementing loss prevention techniques. No coverage is provided by this presentation/ 
publication, nor does it replace any provisions of any insurance policy or bond. 

TruStageTM is the marketing name for TruStage Financial Group, Inc., its subsidiaries and affiliates. TruStage Insurance Products offered to financial institutions and their affiliates are underwritten by CUMIS Insurance Society, 
Inc. or CUMIS Specialty Insurance Company. Cyber policies are underwritten by Beazley Insurance Group or other nonaffiliated admitted carriers.

This summary is not a contract and no coverage is provided by this publication, nor does it replace any provisions of any insurance policy. Please read the actual policy for specific coverage, terms, conditions, and 
exclusions.
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