
Disruptive Technologies
Overview

New advances in technology are still disrupting our industry — in many cases — for the best

The promise of innovations and enhanced consumer 

engagement offered by disruptive technologies can be an 

exciting opportunity for credit union leaders. However, as with 

any opportunity for growth, the technologies also bring with 

them risks that leaders should consider for successful adoption.

Successful technology adoption depends on credit union 

leadership anticipating several enterprise-level risks introduced 

by these up-and-coming technologies. When an established 

business willingly embraces disruptive technology, it typically 

enjoys prime opportunities for growth either within its current 

industry or within a new industry that's been created by the 

technology.

Your credit union leadership, people leaders, risk management 

and information security departments need to be able to build 

strategies and initiatives to prepare the credit union for these 

technologies. 

T e c h n o l o g y  T r e n d s  t o  M o n i t o r

Disruptive technologies are innovations which can significantly 

change the way industries, businesses, and consumers operate.

And, since new technology attributes are often better than legacy 

systems or processes, it becomes “disruptive” and replaces a well-

established process, product, or technology. 
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Most technology is considered sustaining rather than disruptive. Sustaining technology evolves slowly and steadily 

over time. To be considered disruptive, technology must be easily accessed by a majority of the population. A 

disruptive technology is usually one that enters the mainstream and changes the way most people and consumers 

think or behave. 
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T h e  B u s i n e s s  C a s e

As competitive businesses, credit unions need to ensure the financial 

reward or upside is compelling enough to invest in new technologies 

and partnerships.

D i s r u p t i v e  T e c h n o l o g y  C o n s i d e r a t i o n s

O p e r a t i o n a l  F o r c e s

How does the new technology fit into existing systems? Weak or 

conflicting designs can increase errors. New technologies must work 

seamlessly with legacy infrastructures in order to realize excepted 

gains. 

S t r a t e g i c  F o r c e s

Do the potential advantages of the new technology justify its cost and 

commitment of time and resources? A key decision is whether a 

credit union wants to be an early adopter or wait for the technology to 

mature to ensure more predictable outcomes. 

R e g u l a t o r y  F o r c e s

These new technologies may generate unwanted regulatory concerns 

or missteps. Credit unions will need to clearly understand and 

document how technologies work so they can know and explain 

processes and controls to regulators.

T a l e n t  /  S k i l l  C h a l l e n g e s

A talent gap related to the necessary skills to implement new 

technology can significantly inhibit the ability of a credit union looking 

towards adoption. Without established continuous learning programs 

and robust upskilling credit unions will continue to face obstacles. 

U s e r  A d o p t i o n  o r  R e s i s t a n c e

Credit union employees may find new technologies unsettling. It can 

challenge their expertise with legacy systems and exasperate fears of 

skill loss or standing within the organization. These fears can lead to 

resistance and impede adoption and desired results. 

The next wave of disruptive technology is here, providing 

forward-looking organizations with an opportunity to be ready 

for consumer demands today and in the future.



T h e  I n t e r n e t  o f  T h i n g s  ( I o T )

The Internet of Things joins devices in a network with the 

aim of connecting and exchanging data with other devices 

and systems over the internet. 

Many financial institutions, including credit unions, have 

turned toward IoT technologies to enhance consumer 

experiences and reduce costs. 

• Using beacons to send customized offers to consumer 

smartphones as soon as they enter the branch.

• ATMs will live stream video support that allows 

customers to speak to tellers for additional assistance. 

• Consumers have also gravitated toward smart devices, 

(e.g., smart speakers, Echo / Google Home devices, 

Apple watches, fitness trackers etc.) to receive or 

deliver voice, text, or email instructions rather using 

other virtual banking platforms or face-to-face 

interactions.

Additionally, IoT devices are being implemented in your 

credit unions (e.g., Smart TV, security system, clocks, 

appliances, tablets, etc.) to enhance your operations and 

connections with your employees.

Technology 

Trends
Ways credit unions are looking 

to use technology to enhance 

the experience.
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A r t i f i c i a l  I n t e l l i g e n c e  ( A I )

Artificial intelligence (AI) is already a big part of our lives, 

but it hasn’t reached its full potential. AI helps businesses 

understand the changing nature of human habits and 

behavior.

Financial institutions have adopted AI in a wide range of 

settings, from customer service chatbots to automating 

loan and insurance underwriting, as well as fraud detection.

By increasing the level of automation, AI can support 

decision-making, enhance the consumer experience, 

and improve operational efficiencies for the credit union.

It is more common to provide members’ the ability 

to use voice-activated devices to review the last five 

transactions on their share draft account, or to transfer 

$100 from savings to checking. Looking ahead, it is 

anticipated that members will want to complete a loan 

application using voice interfaces.

Risk mitigation, privacy disclosures, and opt-out 

options need to be carefully reviewed and considered. 

U
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AI and machine learning are increasingly deployed in 

credit and risk functions at financial institutions, 

enabled by greater data availability and affordable 

computing capacity. 

The combination can improve operational efficiency 

and analytical outcomes but carries the risk of ‘black 

box’ decision-making and data, as well as 

programming deficiencies and biases.
U
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The use of AI and machine learning can make data 

analysis and credit risk assessment more efficient, as it 

allows large quantities of data to be analyzed quickly and 

may lead to the discovery of new risk segments or patterns 

by filtering through variables for significant predictors. AI / 

ML can also expand credit availability for underserved 

populations by using nontraditional metrics. 

AI also leverages getting value out of data - now more 

pertinent than ever – aiding credit unions with the wide 

range of sources and consumer trends.



A significant benefit of artificial intelligence is the potential to remove bias from loan underwriting. The traditional 

process which was dependent on human thought processes not only impacted speed but also results. Bias inevitably 

factored into the underwriting process, leading to declines or interest rate adjustments applied to certain loans. This 

increases the risk of member dissatisfaction and disparate impact to protected classes. 

Artificial intelligence and machine learning have the potential to remove this bias altogether by churning the 

applications through its algorithms to search for patterns and deliver decisions based on the same consistent and 

factual data.

Credit unions have been somewhat slow to leverage digital technologies for default management, whether to increase 

efficiency or improve the member experience. Collection strategies should no longer be based one-size-fits-all models, 

but rather should be personalized for individual members. The right collection strategy for each member is based on 

their past repayment behavior. 

By analyzing data, credit unions can build predictive models based on past behaviors and current financial standing. 

Artificial intelligence will play an important role in identifying critical new factors and fine-tuning existing factors to 

ensure that the model aligns with evolving conditions. Eventually, bots can be deployed to define the optimal strategy 

based on AI and ML algorithms to facilitate the best possible collection outcome.

Artificial Intelligence: Lending & Collections
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U s i n g  a n a l y t i c s  t o  s u p p o r t  s t r a t e g y  &  c o n t r o l  l o s s e s

• Account Opening / Loan Evaluation: 

Validate the authenticity of applicant info to improve accuracy and 

efficiency.

• Payment Authorization: 

Evaluate requests and authorize payments in real-time.

• Improved Fraud Prevention:

Reduce manual review through fast iterating machine models. 

Reduce false positives with behavior analysis.

• More Accurate Product Recommendations: 

Augment human decision-making with increased precision.

• Personalized Communications and Advice: 

Applications like online virtual advisors can offer members real time accurate account solutions and financial advice
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Leveraging Data Analytics for Fraud Detection 

& Prevention

T e c h n o l o g y  T r e n d s  ( c o n t i n u e d )
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B i g  D a t a  A n a l y t i c s

Big data refers to large and complex datasets. These often 

pose challenges for traditional data management and 

analysis tools who struggle to interact with and provide 

valuable strategic insight from these datasets. 

Using advanced analytics, credit unions can apply 

technology to efficiently extract valuable data insights and 

use those insights to improve strategic decision-making. 

The possibilities appear to be endless when the power of 

data analytics is combined with consumer experience 

channels. These connected experiences provide a deeper 

understanding of member profiles and can produce highly 

personalized interactions and relationships that meet or 

exceed consumer service expectations, fulfill revenue 

opportunities, and potentially reduce operating expenses.

Big data analytics also has significant utility and risk 

management optimization. 

In addition, by leveraging the big data analytics 

technology to monitor consumer spending 

patterns and identifying unusual behavior within 

transactions, credit unions may be able to 

increase fraud prevention. 

It is critical that you strive to be good stewards of member / 

consumer data, from a business and ethical standpoint. 

Stay focused on compliance, data privacy, vendor due 

diligence, cyber threats, and efficient disaster recovery.

R o b o t i c  P r o c e s s  A u t o m a t i o n  ( R P A )

Intelligent automation technology is now being used to drive 

efficiency, eliminate repetition, and improve consumer 

satisfaction. The technology behind this automation is often 

referred to as robotic process automation (RPA). 

Standard tasks are increasingly being automated using RPA:

• customer onboarding processes

• account opening

• loan processing

• compliance reports

RPA can capture data from know your customer (KYC) 

onboarding documents and match it to new member 

documentation, as well as read through compliance 

documents and extract the necessary information for 

completing SAR’s and CTR’s. 

When preventative controls use data analytics, patterns 

indicative of fraud can be detected much earlier 

causing less harm to the credit union. 

A few years ago, credit unions found it sufficient to run 

nightly batches of fraud detection processes that relied 

on establishing fraud rules. The output would be 

reviewed the following day for suspicious transactions. 

By that time, however, the funds were already stolen 

from member accounts. Even real-time fraud solutions 

rely on fraud rules. The fraud rules had to be developed 

by staff and required constant monitoring of the fraud 

environment to identify trends and tactics used by 

fraudsters in order to develop appropriate fraud rules. 

Furthermore, fraudsters adjust to the fraud rules and 

design tactics to circumvent them.

Although machine learning has delivered a significant 

upgrade to fraud detection systems, you shouldn’t give 

up on fraud rules completely. Your anti-fraud strategy 

should include rules where it makes sense.

With the increase in transactional channels and the 

increasing sophistication of fraudsters, there is a 

pressing need for real-time fraud prevention solutions 

that rely on data analytics and machine learning to 

detect patterns over multiple channels. This involves 

the use of data analytics to sift through the mountains 

of data. This can alleviate the burden on staff to 

develop rules for fraud monitoring solutions. 

The main advantage of using data analytics for fraud 

prevention is that it can handle more data at once. The 

data helps to identify the most common areas where 

fraud is occurring, how it’s perpetrated, and how to 

effectively deal with it. Data analytics also helps in 

identifying emerging fraud trends much faster than 

people could do without the help of technology.
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T e c h n o l o g y  T r e n d s  ( c o n t i n u e d )
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B l o c k c h a i n  &  D i s t r i b u t e d  L e d g e r  T e c h n o l o g y  ( D L T )

Blockchain technology and its associated distributed ledgers were devised as a simple solution to keep

track of the Bitcoin cryptocurrency. The solution leverages a ‘distributed ledger’ under which all users 

who participate in the network have a copy of the entire ledger. 

Blockchain and DLT can deliver savings in infrastructure transaction and administrative costs. By 

disintermediating the transfer of certain assets, it reduces the role of central counterparties. This can improve the level 

of trust accuracy and resilience in certain financial ecosystems. 

It also has potential applications in payments, investments, payroll, ATMs and money service businesses. Additionally, 

a potential long-term use with application process interfacing and smart contracts. 

While the application of blockchain can be transformational, its adoption is fraught with risks and challenges.

B l o c k c h a i n  a n d  L e n d i n g

Blockchain-based lending can provide a secure way of offering loans to a defined group of members. There are two 

possible applications to involve blockchain in the lending process:

• use blockchain-based products as collateral in lending i.e., cryptocurrency

• develop and use blockchain solutions to streamline the lending process

One of the fastest growing applications of blockchain is in the crypto-collateralized lending space. A crypto-

collateralized loan is exactly what it sounds like— a loan collateralized by cryptocurrency. There are now numerous 

platforms providing crypto-collateralized loans. Given that cryptocurrency is a publicly traded asset, there are a variety 

of benefits in using cryptocurrency as collateral. 

For example, Bitcoin holdings can be verified much like any other investment assets, and the current value of 

holdings can be easily determined based on market prices. Another benefit is that in the event of default, the collateral 

can be readily liquidated and with new advancements in banking regulations, financial institutions can now maintain 

custody of crypto assets which substantially reduces the lender’s risk. 

Crypto assets also create opportunity for international lending. Cryptocurrency can be evaluated and liquidated 

uniformly across the globe at any time. This allows lenders to monitor the value of collateral in real time over the 

course of a loan. Additionally, it reduces the challenges of perfecting liens across borders and the cost of enforcing 

liens across borders is virtually eliminated. This creates the possibility to reach borrowers that were previously 

unreachable due to liquidation and valuation risks. 

There are still legal challenges for lenders of crypto-collateralized loans. The first is the difficulty of perfecting an 

interest in cryptocurrency. There is much debate over how crypto assets such as Bitcoin fit into the Uniform 

Commercial Code. Bitcoin can be considered money, investments, a commodity, or even a general intangible. Each 

of these has different procedures for lien perfection and choosing one or the other could risk a lender’s priority if the 

choice proves incorrect. Proposed amendments to UCC Article 9 may resolve the issue. 

The UCC draft amendments include a new Article 12, which governs transfers of interests involving a subset of digital 

assets referred to as “controllable electronic records” or “CERs”, as well as amendments to Article 9 addressing the 

perfection of a security interest in these CERs. If all states (or at least most states) amend their versions of Article 9 to

address this issue it should provide a level of comfort for credit unions and borrowers interested in using digital assets 

as collateral. However, it is important to monitor state legislative developments to see when each state amends their 

versions of Article 9 to address the perfection of security interests.
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Technology 

Trends

O p e n  B a n k i n g

Open Banking refers to the movement that financial institutions will work together in a technological ecosystem.

This practice provides third-party financial service providers open access to consumer banking, transaction, and other 

financial data from credit unions and non-bank financial institutions using application programming interfaces (APIs).

The API interface allows the networking of accounts and data across institutions for use by consumers, financial 

institutions, and third-party service providers. 

So how does it work?

Members are required to grant consent to allow their financial institution to share their personal financial data. This can 

be accomplished by checking a box on a terms-of-service screen in online banking or in a mobile app. Third-party 

providers, using APIs, can then use the member's shared data to offer a range of financial service options.  

By relying on networks of service providers instead of one provider, open banking can help consumers securely share 

their financial data with other financial institutions. The API can also look at consumers' transaction data to identify the 

best financial products and services based on their financial profile. 

The introduction of Open Banking has the potential to put consumers in control of their personal data, but it is counter-

intuitive to traditional relationship banking. 
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E n h a n c e  V a l u e

R e a c h  M o r e  C o n s u m e r s

E v o l v e  P r o d u c t s / S e r v i c e s

D r i v e  E f f i c i e n c y

This resource is for informational purposes only. It does not constitute legal advice. Please consult your legal advisors regarding this or any other legal issues 

relating to your credit union. CUNA Mutual Group is the marketing name for CUNA Mutual Holding Company, a mutual insurance holding company, its 

subsidiaries and affiliates. Insurance products offered to financial institutions and their affiliates are underwritten by CUMIS Insurance Society, Inc. or CUMIS 

Specialty Insurance Company, members of the CUNA Mutual Group.

2022 CUNA Mutual Group Proprietary and Confidential. Further Reproduction, Adaptation, or Distribution Prohibited.

Risk & Compliance Solutions  800.637.2676  RiskConsultant@cunamutual.com

Technological innovation in financial services has been particularly rapid and pronounced in recent years. 

Credit unions face several challenges and opportunities in their efforts to harness the benefits and 

transformative potential of disruptive technologies.
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